5542 %5 11 ) mofF ¥ W Vol.42 No.11
2021 F 11 A Journal on Communications November 2021

BT RN AT R R R R A SR 5

Z2%F 92 2R, 2o HREL!, g, Tar '
(1. TEEREE NGRS 5 M4 2= R AL s BRFE S HARBEZIHL, dbat 100084;
2. MBISEEeE, TR S 5180005 3. VEHERFF LZAEATIIH L, JEH 100084)

O OE: TR BRSSP DI 40 2 T B 2 S, SR B X S S VT
AL AR I F R X SR R, 3BT DX sk A 38 1 B 0 S R DX 3 2 RS A 0 RTS8 o 28 U7 SRR E 5
P IS LI RN SR B, SIS R B 0 TR A 40 IR A R . 5T EEER AR, 2RI LA
TEIT B BT DB SRR DL ST AT IR A%, 20 A AR /K P R R T 55 et A 1 DX IS IR 1 5
R IEZ M2 IR E B 22 5, TP ISt He 2 . B gh i 48 AMIX Ik HEA AR E R

EHEA: XEL R it et BENER

RESES: TP393

SCHRFRIRAD: A

DOI: 10.11959/j.issn.1000-436x.2021179

Research on the invulnerability of regional network
based on topology analysis

AN Changging'?, LIU Yujia', WANG Hui', ZHENG Zhiyan', YU Tao', WANG Jilong'*’

1. Institute for Network Sciences and Cyberspace, Beijing National Research Center for
Information Science and Technology, Tsinghua University, Beijing 100084, China
2. Peng Cheng Laboratory, Shenzhen 518000, China
3. Tsinghua University and QI-ANXIN Joint Research Center, Beijing 100084, China

Abstract: To measure the overall impact of different attacks a network region may encounter, an evaluation algorithm can be
used to capture the difference in invulnerability of regional network topologies. Specifically, the vulnerability of regional
network and that of connection topology between regions both internally and externally was analyzed. To find predictions
between regions as supplemental topology data and create the Internet topology, data would be measured in various ways and
verified. Using stratified probability sampling, multiple damage simulations could predict the worst-case scenarios in real
conditions. Damage was simulated multiple times based on stratified probability sampling to approximate the damage situa-
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